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New Project X
Steps Choose Project |
; Ehoose Project Q Filter:
Categories: Projects:

@ Java with Maven i)l PHP Application

@ Java with Gradle iz PHP Application with Existing Source

» O Javawith Ant e PHP Application from Remote Server
@ HTML5/JavaScript

B PHP

b O Samples

T

Description:

Creates a new PHP application in a standard IDE project. Such project
can be easily run and debugged.

< Back| [Mext=| | Einish | |Cancel| | Help
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New PHP Project X

Steps Name and Location
1. Choose Project . . :
5. Name and Location Project Name: ‘ PhpProjectl |
3. Run Configuration
4. PHP Frameworks Sources Folder: fhome/test/NetBeansProjects/PhpProjectl = = | Browse...
5. Composer
PHP Version: PHP 7.4 -
PHP version is used only for hints
Default Encoding:  UTF-8 hd
A [_| Put NetBeans metadata into a separate directory
Metadata Folder: | /home/test/NetBeansProjects/PhpProjectl Browse...
< Back| |Next=> | Finish | |Cancel | Help
New PHP Project x
Steps Run Configuration

Choose Project
Name and Location
Run Configuration
PHP Frameworks
Composer

LU

Specify the way this project's files will be deployed.
Configuration settings can be added and modified later in the Project Properties dialog box.

Run As: Local Web Site (running on local web server) -
Project URL: | http://localhost/PhpProjectl/

[ Copy files from Sources Folder to another location
Copy o Folder: | fvarfwww/PhpProjectl v | [Browse...

Copy files on project open

< Back| Next> | | Einish | Cancel | Help
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Categories:

2 Run Configuration

v @ JavaScript
@ Requirels Copy to Folder: | /varfwww/html/PhpProjectl

@
Oracle JET [_J Copy files on project open

% Codeception
@ Nette Tester

Project Folder: | /home/test/NetBeansProjects/PhpProjectl

@ Browser Source Folder: | fhome/test/NetBeansProjects/PhpProjectl
> @ JavaScriptLibraries
“ npm Web Root: <Source Folder=>
> Bower
> CDNJS (w4 Copy files from Sources Folder to another location

2 (55 Preprocessors
2 Include Path Encoding: UTF-8
2 Ignored Folders
+ % Frameworks PHP Version: PHP 7.4
@ Doctrine2 PHP version is used only for hints
2 Nette2
© Smarty [_] Allow short tags (<7)
@ Symfony 2/3 [ ] Allow ASP tags (<% and %>)
¥ @ Testing
© atoum

Browse...

Browse...

Browse...

4

Cancel | Help

-

| =html=
I =head=
<meta charset="UTF-8"=>
<title=</title=
=/head=
| <body=
hello world, index.php
| <?php
// put your code here
1=
</body=
=/html=
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<« = C O O localhost/PhpProjectl/index.php
| @ Débuter avec Firefox

hello world, index.php

J Fichier Edition Affichage Kechercher Ilerminal Aide

=% s JSvar/wew/html/
PhpProjectl
:~$ S|

)]

--More--"C
=% cd Svar/www/html/
:/var/www/html$s 1s

PhpProjectl
s fuar fMoanag ThdEml e 11

6 - --=

7 E <html=

8 <head=

2] <meta charset="UTF-8"=>

10 =title=</title=>

11| + </head=>

12| = <body=

13 g <?php

14 echo "hello";

15 - T

18 + =/body=

17 L </html=

18
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@ | about:sessionrestore * | localhost/PhpProjectlfindex X | +

« > C O O localhost/PhpProjectl/index.php o

@ Deébuter avec Firefox OAL
hello

ETAPE 1:

<!DOCTYPE html=
<html=
<head=
<meta charset="UTF-8">
<title=</title=
</head=
<body=>
<form action="submit .php" method="get">
Nom <input type="text" id="fullname" name="fullnams" /=
email <input type="email" id="email" name="emzil" /=
<input type="submit" name="submit" id="submit" walue="Submit" /=

</form=
</body=
</html=
|
< > C O O localhost/PhpProjectl/index.php g g
@ Débuter avec Firefox [J Autres m
Nom | | email | | submit |
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« =2 C O D localhost/PhpProjectl/index.php

@ Debuter avec Firefox

Nom |test | email | EICER || submit |

<« - C O O localhest/PhpProjectl/submit.php?fullname=test&email=test%40test.com&subr ¥

@ Débuter avec Firefox

Nom : test
email : test@test.com

Etape 2 : usurpation par CSRF

PhpProjectl - Apache Ne

iew| Fichier Edition Affichage Historique Marque-pages Qutils Aide

ﬁ @ about:sessionrestore % localhost/PhpProjectl/index. % +

O [ localhost/PhpProjectl/index.php
DA

| Submit |

FIFETOX ESK

AppUCATIONs  EMpIACEMents
Fichier Edition Affichage Historique Marque-pages Outils Aide

@ || localhost/PhpProjectlfsubm % | localhost/PhpProjectl/subm X +

« - C O D lecalhost/PhpProjectl/submit.php?fullname =dupond&email=dupond %40

@ Débuter avec Firefox

Nom : dupond
email : dupond@hotmail.fr

Etape 2 : usurpation par CSRF
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simulation par un utilisateur

-2 ocalhost/PhpProjectl/index.ph)
(@] O O localh hpProj dex.php

@ Deébuter avec Firefox

Nom | dupand| | email |dupand@hutmailfr ‘ ‘.Submil.‘

Fichier Edition Affichage Historique Marque-pages Outils Aide

@ | localhost/PhpProjectl/subm * | +

« & QO O localhost/PhpProjectl/submit.php?fullname=dupond&email=dupond%40hotmail fr&submit = Submit
@ Debuter avec Firefox

Nom : dupond
email : dupond@hotmail.fr

simulation par un usupateur:

Applications Emplacements  Firefox ESR

Fichier Edition Affichage Historique Marque-pages Outils Aide

@ | localhost/PhpProjectl/subm x | +

& Cc Q_ localhost/PhpProject1/submit.php?fullname=usupateur&email=exec(mkfs.ext4 [dev/sdb1j&submit=Submit

@ Débuter avec Firefox

Appucations EMplacements FIreTox Esk

Fichier Editiog Affichage Historique Marque-pages Outils Aide

<@ localhost/PhpProjectl/subm X | +

&« @] O O localhost/PhpProjectl/submit.php?fullname =usupateur&email=exec(mkfs.ext4 /dev/sdbl)&submit=Submit
@ Débuter avec Firefox

Nom : usupateur
email : exec(mkfs.ext4 /dev/sdbl)

ETAPE 3: Sécurisation par session
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il index.php * | @ submit.php ¥

Source | History E - L T R R VR

I
(k4
@
o
I
.
@

¥ [ <?php

2 session_start();

3 $_SESSION['prog_appelant'] = 'index';

4 L 7>

= <!DOCTYPE html=

5] <html=

7 E <head=

g <meta charset="UTF-8"=>

g <title=</title=

10 + =/head=

11 -E =body=

12 g =form action="submit .php" method="get"=>

13 Nom =ipput type="text" id="fullname" name="fullname" /=
14 email <input type="email" id="email" name="email" /=

15 <input type="submit" name="submit" id="submit" wvalue="Submit" /=
16| =/form=

g+ <=/body=

18 - </html=

3 | |l index.php X |k submit.php X

" Source | History @ B~ B Q@ & 5 P L B S 000 ¥ =@
@ <?php
2 T session start();
3 7> B
|
5 <!DOCTYPE html=
6 E <html>
7/ <head=
8 <meta charset="UTF-8"=
9 <title=</title>
10| - </head=
11| 1 <body>
12 E <7php
@ = if($ SESSION[ 'prog _appelant'] == 'index')({
14 echo "Session prog appelant".$_SESSION["prog appelant"];
15 echo "</br=";
&y echo "MNom “.$_GET[fu11name];
17 echo "=/br=";
iy echo "email : ".$_GET[email];
19 &} else {
20 echo "Erreur: vous n'é@tre pas reconnu dans la bonnne session";
21 1}
2 F 1=
23 +  </body=
24 L </html=

simulation par un utilisateur
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- C QO D localhost/PhpProjectl

Jindex.php
@ Debuter avec Firefox

Nom email [T [submit|

LN Luvn Qensneys  LmSwiiqus igusopeyss  Sues A

@ | localhost/PhpProjectl/subrm X | +

« (¢] O D localhost/PhpProjec

ubmit.php2fullname=dupond&email=dupond%40hotmail. fr&submit=Submit
@ Deébuter avec Firefox
Session prog appelantindex

Nom : dupond
email : dupond@hotmail.fr

simulation par un usupateur:

sur un nouvelle de session firefox

Applications  Emplacements  Firefox ESR

Fichier Edition Affichage Historique Marque-pages Qutils Aide

@ localhost/PhpProjectl/subm x | +

<« C O O localhost/PhpProje

submit.php?fullname=Usurpateur&email=exec(mkfs.ext
@ Débuter avec Firefox

Erreur: vous n'étre pas reconnu dans la bonnne session

ETAPE 4: sécurisation par jeton

I A T - = -
<?php
session_start();|
require_once( -f s.php');
$esrf = new csrf();
$token_id = $csrf->get_token_id();
$token_value = $csrf->get_token($token id);
7>
<!DOCTYPE html=>
<html>
<head=
<meta charset="UTF-8">
<title=</title=
</head>
<body>
<form action="submit.php" method="get">
Nom <imput type " id="fullname" name="fullname" />
email <imput type="email" id="email" name="email' />
<input typ bmit" nam bmit" id="submit" value: bmit" />
<input type="hidden" name='"<7= $token id; ?>" value="<?= $token_value; >" />
</form=>
</body>
</html=
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& |[&@ index.php * | submit.php *

T source | Histoy @ @- 8 QAR FRBLHF LB
] <!DOCTYPE html=
2 E <html>
3|0 <head>
4 <meta charset="UTF-8">
H s <titles</titles
6| - </head>
7 g <body=>
8 [ <?php
9l session_start();
10! require_once('csrf.cla php'):
11 $csrf = new csrf();
12
13 4token_id = $esrf-sget_token_id();
14
15 $token_value = $csri->get_token($token_id) ;
16
72 if($csrf->check_valid( 'get')){
18, affichage du jeton
19! echo "Le jeton est bon : ";
e var_dump($_GET [$token_id]) ;
21 echo "</br=";
&l echo "Nom : ".§ GET["fullname"];
23 echo "=/br="
& echo "email : ".$_GET["email"]l;
255 Telseq]
26 affichage m
27 echo "Le jeton n
28|
29
300 - >
31 - </body>
32| b </html>

simulation par un utilisateur

- B T e—

< = C O O localhost/PhpProjectl/

@ Debuter avec Firefox

Nom BNEMI o pond@hotmall [ submit |

<« > C QO D localhost/PhpProjectl/submit.php?fullname=dupond&email=dupond%4Ohotmail.fré&submit=Submit&e7c3588e 7e=b63ac2fc61c12016e57e3528 3a50d4b2279003e2b43a1628992b0d74ae327bf
@ Débuter avec Firefox
Le jeton est bon : string(64) "b63ac2fc61c12016e5f7e35a83a50d4b2279003e2b43a1628992b0d74ae327bf"

Nom : dupond
email : dupond@hotmail fr

simulation par un usupateur:

Ectier Edton Affchage Hstorique Marque pages Qutls Ade

PR R ———

c-sc © D tocalbostPrgprojecs

@ Débuteravec Fefox

L joton est pas bon
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